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Abstract

In safety assessment, epistemic uncertainty is an ever-present possibility when reasoning about the safety concerns
and causal relationships affecting the safety of the system. Such uncertainty is common in the system safety models
that are used during the safety assessment. Uncertainty around causation thus needs to be managed well. Existing
safety assessments tend to ignore unknown uncertainties, and stakeholders rarely track known uncertainties well
through the system lifecycle. In this paper, we outline our approach to managing epistemic uncertainty in safety
assessment by focusing on known and unknown uncertainty about system safety models. First, we introduce a way
of describing system safety models using a conceptual model that is based on the IEEE 42010 standard. Next, the
conceptual model is used to identify gaps in managing uncertainties in these models. Lastly, we describe in detail the
3 steps under the approach. These 3 steps involve identifying unknown uncertainties,  documenting the analysis
needed for known uncertainties and tracking them throughout the system engineering lifecycle as part of existing
hazard analysis techniques. Our approach can plausibly provide a structured way to manage model uncertainty in
safety assessment.

Introduction

Model  Uncertainty  is  Dangerous  in  System  Engineering:  Models  are  used  to  identify  and  represent  system
structures, behaviours and changes over time. Particularly, system safety models are models applied throughout the
system engineering lifecycle to support safety assessments, such as system structural diagram, concept of operation
document  and  hazard  analysis  techniques.  Considering  the  UK  Ministry  of  Defence  (MoD)  that  follows  the
Concept,  Assessment,  Demonstration,  Manufacture,  In-service,  and Disposal  (CADMID)  acquisition life  cycle
(ref. 1), safety report comprises multiple safety requirements is usually produced at each milestone of the lifecycle
(see figure 1).  While the safety report  provides  important  safety requirements,  it  has  an  unintended danger  of
ignoring the uncertainties in the system safety models whenever decision is being made at each of the acquisition
gate. For instance, in his comparison of system and safety engineering, Barlow (ref. 2) highlights that when MoD
project goes through the gates at different milestones, there is a danger of tying down the system requirements and
introduce ‘locked in’ risk if not fully understood. 

1 ME6 Chris is currently doing his PhD research under the High Integrity Systems Engineering Group in 
the Computer Science Department, University of York, UK.
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Figure 1 — MoD CADMID acquisition cycle
Model Uncertainty is Prevalent in Safety Assessment:  Safety assessments are conducted throughout the engineering
lifecycle of a system, and as this happens the system safety models used change. While safety assessment technique
often provides methodical approach to safety with step-by-step guidance to discover potential hazards, it does not,
by itself, assure the safety of the system. In our research, we are particularly concerned about the impact of model
uncertainty on safety assurance. This is apparent in complicated Social-Technical Systems (STS) (ref.  3) that are
being developed and operated in the military. For instance, when there is a lack of operation experience in the
unmanned domain, models relating to potential hazards from operating manned aircraft may be used to identify
hazards during the safety assessment of Unmanned Aerial Vehicle (UAV). This can introduce uncertainty since the
models are being applied in different context. For example, the hazards identified from the context of having a pilot
making operational decisions in an aircraft can be very different from having a ground controller manoeuvring the
UAV at a remote location.  

The  worst  scenario  could  be  a  misplaced  sense  of  confidence  that  the  system  safety  models  are  adequately
representing the real world where the system is operating, which may lead to unsafe situation down the system
lifecycle. This is evidenced in the Nimrod accident on 2 September 2006 where a Royal Air Force (RAF) Nimrod
aircraft crashed and 14 crew members lost their lives during a mission over Afghanistan. One of the lessons learned
is the lack of  proper attention on the adequacy of  models  relating to  potential  hazards  (ref.  4).  In  the Nimrod
disaster, the catastrophic fire hazard relating to the Cross-Feed duct was identified but not tracked or followed up.
The uncertainty about the effect of fuel leak in the Cross-Feed duct had surfaced in multiple incidents prior the
accident, which served as warning signs to the accident (ref. 4). Unfortunately, no one recognise the severity of the
fuel leak. Both the system model of the Cross-Feed duct and the Nimrod safety case failed to surface the defective
design of the aircraft – the Cross-Feed duct is too near to the fuel pipes, as a potential hazard. This led to a ‘locked
in’ risk as the fire hazard remained as a flaw in the operation and subsequent design modification of the Nimrod
aircraft, which contributed to the disaster.

Model Uncertainty is About Managing the Lack of Knowledge:  Model uncertainty can be classified as aleatory or
epistemic (ref. 5) – aleatory uncertainty is randomness;  epistemic uncertainty is due to a lack of knowledge. In
practice, stakeholders never completely know if a model does adequately represent the system as they will never
have full data or knowledge about the real world when modelling it.  Epistemic uncertainty can be due to things we
know we do not know (known uncertainties), or things we do not know we do not know (unknown uncertainties)
(ref. 6). Although some epistemic uncertainty is unavoidable, we should minimise its undesired effects on system
safety models by improving the ways we manage both known and unknown uncertainties during safety assessment.
There are two key issues about the way uncertainty is being managed now.

Disregard of  Unknown Uncertainty:   During system engineering,  stakeholders  must make assessments  under a
myriad  of  challenging  conditions  due  to  a  lack  of  time,  expertise  and  information  necessary  to  make  good
judgement. While stakeholders acknowledge the existence of unknown uncertainty, they tend to ignore it and focus
on what they are aware of from their collective wisdom and experiences regarding uncertainty, that is, the known
uncertainty. In other words, given the limited resources, the assessment would tend to focus more on what is already
known about the uncertainties. 

Evolution of Known Uncertainty:  Even for known uncertainty, there is still a possibility to ignore and not track it.
Such information may be disregarded because it could be deemed not safety-critical at the time it was acquired.
However, uncertainty regarding any given system element can vary over time as the stakeholder’s knowledge about
the system and its  environment  changes throughout  the system engineering lifecycle.  A system that  is  deemed



simple and predictable during design phase may become complicated and uncertain when it starts to interact more
with other systems. Also, some uncertainties need time before stakeholders can determine if they are safety-critical.
For  example,  the  safety  assessment  may  involve  preliminary  documents  with  uncertainties  about  operational
concepts, requirements and design features that can only be validated later as part of system development. If not
track, one may lose information that eventually becomes safety-critical. 

In this paper, we show how a conceptual model can be used to understand the influence of uncertainty on safety
assessment. Once we have a good appreciation of the conceptual model, we use it to conduct a gap analysis to
identify ways to manage epistemic uncertainties in system safety models. We conclude by offering an approach that
comprises three steps to address such model uncertainty throughout the system engineering lifecycle. 

Theory: Conceptual Model for System Safety (CMSS)

Describing  Models  Using  IEEE  42010:  To  address  uncertainty  in  the  underlying  models  of  system  safety
assessment, we use a Conceptual Model for System Safety (CMSS) that is based on the IEEE 42010 standard (see
figure 2).

Figure 1 — Conceptual model for system safety based on the standard IEEE 42010

The standard  IEEE 42010 (ref. 8) focuses on the  “creation, analysis and sustainment” of system architectures by
expressing  the  system as  architecture  descriptions.  The diagram in figure  2 shows the  key elements  and  their
relationships  according  to  the  standard.  We have  also  included  additional  elements  into  the  diagram to  better
describe model uncertainty in safety assessment.  The following summarises  the relationships  in the conceptual
model for system safety. 

System Elements:  We begin by modelling the relationships between system elements in a typical system acquisition
environment. We choose to adopt the IEEE 42010 standard that is used to represent system description. It provides a
common way to express a system and its relationships with other elements generically, such that it can be applied in
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different domains. This is very useful  as IEEE 42010 is easily accessible and can serve as a baseline for us to
describe a system. The model can subsequently be expanded to include safety and uncertainty. 

In the diagram, the stakeholders and their concerns influence how a system and its environment will be modelled by
the system description. The stakeholders are parties interested in the system and their interests are known as system
concerns. Per the standard, system concerns can surface throughout the system engineering life cycle “from system
needs and requirements, from design choices and from implementation and operating considerations”. A system
concern could result from “stakeholder needs, goals, expectations, responsibilities, requirements, design constraints,
assumptions, dependencies, quality attributes, architecture decisions, risks or other issues pertaining to the system”. 

There are two other key elements in the system description: system view and system viewpoint. 

 System View.  The system view represents  how the  system behaves  in  a  descriptive  manner. Per  the
standard, a view is “a representation of one or more structural aspects of an architecture that illustrates how
the architecture addresses one or more concerns held by one or more of its stakeholders.” The system
description represents the system using one or more system views. System model is the most common
example of a system view used in system engineering.

 System Viewpoint. A system view addresses one or more concerns from the stakeholders based on a system
viewpoint. A viewpoint is defined in the standard as “a collection of patterns, templates, and conventions
for constructing one type of view.” The system viewpoint exhibits two important associations: it frames the
system concerns for the stakeholders and governs the conventions for the system views. In other words, the
viewpoint  “establishes the conventions for constructing, interpreting and analysing the view to address
concerns framed by that  viewpoint.”  Examples  of  viewpoint  conventions include languages,  notations,
model  kind,  modelling  methods  and  analysis  techniques.  For  example,  a  system  model  (which  is  an
example of a system view) uses conventions that are governed by a system model type (which is a kind of
system viewpoint). Such system model type determines the expressive power of the system model. 

Safety Elements:  While the IEEE 42010 standards provide a conceptual model to represent system elements, it does
not explicitly consider safety. Hence, for safety assessment, we need to extend the standard to include elements that
are important for the domain of system safety. We need to consider how these safety elements can either influence or
be influenced by system elements. To do that, we augment the system elements described in the previous section
with their corresponding safety counterparts (see figure 2). 

Safety assessment for complicated STS is incomplete if the safety analysts only consider the safety elements. The
safety of  a  system can  be  affected  by other  non-safety elements,  such  as  other  systems,  stakeholders,  system
concerns, system viewpoints and system views. These elements may not be considered or readily available during
safety assessment.  Our model helps  to create this awareness  among safety analysts  to identify not  only safety
elements in safety assessment, but also the system elements that influence these safety elements. 

Uncertainty Elements:  A safety assessment can cease to be useful when it doesn’t address the safety concerns of the
stakeholders. This can happen when the system and safety models do not accurately or adequately represent the real
world and yet the stakeholders depend on the models to make decision during safety assessment. One of the reasons
is  that  the  stakeholders  are  not  aware  of  such  model  inadequacies  due  to  a  lack  of  knowledge,  or  epistemic
uncertainties. This is often unavoidable as epistemic uncertainty is inherent in safety assessment. 

In our research, we consider that a model has uncertainties when it no longer has the capability to represent the real
world. The capability of a model is often a subjective judgement (ref. 7) that is based on many concerns. In our
work,  we focus on two types of  model capabilities:  (1)  capability of  model  types and (2)  capability of  model
instances. Capability of model types focuses on ‘creating the right model’ and capability of model instances focuses
on ‘creating the model right’. We describe the uncertainties in these two types of model capabilities here.

 Uncertainty in the Capability of Model Types.  Capability of model types concerns the system viewpoints
that  bound the knowledge available to create the model.  For example,  when analysing the operational
safety of a system, the concepts of operation will encapsulate the operational viewpoint whereby different



operational models (e.g. missions) are created. Two important questions to ask about the capability of the
model types during safety assessment are:

Q1: “Do we know enough of the system and the associated safety concerns which we want to 
address?” 

Q2: “What aspects do we have to consider in the model to address our safety concerns?”

When there is uncertainty in the capability of model types to represent the real world, we call this the “type
uncertainty”. The type uncertainty focuses on the uncertainty in the collection of patterns, templates, and
conventions  for  constructing  system  model.  In  addition,  the  type  uncertainty  can  also  exit  in  the
conventions for constructing, interpreting and analysing uncertainty. Hence, type uncertainty can affect the
expressive power of both the system and its corresponding uncertainties. 

 Uncertainty in the Capability of Model Instances:  Capability of model instances, or model view, concerns
the appreciation of the real world at the point of conducting the safety assessment, regardless if the model
viewpoint  is  adequate.  Having a comprehensive viewpoint  does not assure that  a  model represents  all
important  aspects of  the real  world at  the point  of  assessment.  For this case,  it  is  common for  safety
analysts to ask the following: 

Q3: “How do we know if it is worth modelling aspect X of the system right now (rather than at
some later date where we may know more about it)?” 

For safety assessment, such uncertainties can reside either in the system or safety model. One of the most
common location of epistemic uncertainties for safety assessment is in the system models. We call this
“system uncertainty”. This is especially so for complicated STS where it is challenging for system models
to accurately and adequately represent the real world. Hence, it is common for system model to contain
system uncertainty. Since safety model is also a kind of system model, it follows that safety model would
logically contains uncertainty. We label such uncertainty in safety model as “safety model uncertainty”. 

To summarise, three types of uncertainty elements have been defined, namely type uncertainty, system uncertainty
and safety model uncertainty. We have inserted the three uncertainty elements into the interaction between system
and safety elements to form the final CMSS model (see figure 2). These three uncertainty elements are important as
they would guide  the safety analysts  where  to  look  for  uncertainties  during systems safety assessment.  As  an
illustration, we consider safety assessments that are being conducted on a weapon system as part of a complicated
military STS. A summary of the elements is shown in figure 3.
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Figure 2 — Example of CMSS applied on Weapon System Safety Assessment

Application: The T.A.G. Approach 

Gap Analysis:  Using the conceptual model in figure 2, we have conducted a gap analysis to find out what are the
possible differences between the desired conceptual model and the actual relationships between the elements due to
epistemic uncertainties (see table 1). 

Table 1 — Gap analysis on system safety model capabilities.

Capabilit

y

Model Types Model Instances

Questions

Q1: Do we know enough of the system and the associated safety 
concerns which we want to address?”

Q2: What aspects do we have to consider in the system safety 

model to address our safety concerns?

Q3: How do we know if it is worth modelling aspect X of the system

right now (rather than at some later date where we may know more

about it)?”

Desired

The purpose for modelling a system and its environment can be 

identified from the stakeholder’s concerns. These concerns are 

not random and should be framed by the system viewpoint. 

Similarly, the system view should also be governed by all the 

relevant aspects in the system viewpoint.

The system view should be able to identify the stakeholders, the 

system of interest (considered in relation to its environment) and 

stakeholder’s concerns during safety assessment.



Gaps

1. Stakeholders may not know what their safety concerns are.

2. Model type that frames the stakeholder’s safety concerns may 
not be adequately defined.

3. Model type that governs the system and safety models may 
not be adequately defined.

1. Unknown uncertainty during safety assessment may result in 
‘blind spot’ when addressing stakeholder’s concern in the system or
safety models

2. Known uncertainty in the system or safety model during safety 
assessment may not be adequately documented.

3. Something that is assessed to be worth/not worth modelling now 

may prove otherwise later in time as new information is available.

Based on the gap analysis in table 1, we introduce the Target-Analysis-Goal (T.A.G.) approach that incorporates
three important principles that focus on identifying, documenting, tracking and addressing uncertainties in system
safety models. The T.A.G approach comprises three steps and is summarised in table 2. We shall briefly discuss the
three steps in the following paragraphs. 

Table 2 — Summary of T.A.G. approach.

S
T

E
P

 

Principles
Target-Analysis-Goal (T.A.G.) approach

Initiatives Stakeholders’ Actions

1

Identify Target
Epistemic uncertainties in the 

underlying models of safety assessment 

should be identified

Taxonomy of causal mechanisms for 

stakeholders to recognise known and 

unknown uncertainties not covered in the 

original safety assessment

Use the taxonomy of causal mechanisms to 

identify plausible-but-uncertain causal 

relationships in safety assessment

2

Document Analysis

Epistemic uncertainties in the 

underlying models of safety assessment 

should be documented

Process and factors to prioritise epistemic 

uncertainties analyses so as to integrate in 

existing safety assessment techniques

Prioritise and document epistemic uncertainties

as part of existing safety assessment techniques

3

Track and Address Goal
Epistemic uncertainties in the 

underlying models of safety assessment 

should be tracked and addressed in a 

systematic manner through-life

Method to develop actionable goals to track

and address epistemic uncertainties 

through-life even when the uncertainties 

changes with time 

Implement the initiatives to fulfil the action 

plan to track and address epistemic 

uncertainties through-life

Step 1 – Identify Target: Taxonomy of Causal Mechanisms.  There is a lot of understanding of the nature of causal
relationships from collective wisdom. In the spirit of good safety engineering practice, the following step aims to
harness the maximum effect of prior knowledge about credible causal mechanisms, especially those that may reveal
certain type of unsafe situations related to the system of interest. This is akin to the ‘observability-in-depth’ principle
under system safety (ref. 11) to identify hazards. The principle advises stakeholders to scan the horizon for possible
scenario that  can transit  a  system to an increasingly hazardous state.  This  encourages stakeholders  to shift  the
boundary of  knowledge between knowing and not knowing about epistemic uncertainty, through surfacing and
modelling of previously unknown uncertainty.

To create a credible taxonomy, an extensive literature review of more than 30 different topics that are related to
safety was conducted. The literature review started by identifying potential causal mechanisms that may result in
unsafe situations. These causal mechanisms covered a wide range of topics such as system safety, human factor
ergonomic, project uncertainty, taxonomy of safety-related subjects and situational awareness. From the initial list of
causal mechanisms and the suggested classifications within the literature, six primary causal factors were defined:
Human, Organisation, Technology, Process, Information and Environment. This list is collectively known as the
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Human, Organisation, Technology – Process, Information, and Environment (HOT-PIE) taxonomy. Table 3 provides
a summary of the checklist. A more comprehensive HOT-PIE taxonomy is documented in ref. 12. 

Table 3— Examples of causal mechanisms from the HOT-PIE taxonomy

Factors Causal Mechanisms

Human H1: Manpower – expertise, staffing, ownership, characters, demographic, cultural, obligation, turnover, education
H2: Mental state – escalation, brokerage, norm, motivation, complacency, stress, fatigue, distraction, illness, dynamic, 
memory
H3: Action – operation, rumour, atmosphere, engagement, omission, commission, slip, lapse, violation, behaviour

Organisation O1: Management – supervision, audit, communication, structure, role ambiguity and conflict, feedback, size, density
O2: Policy – regulation, control, job, culture and climate, reward, recognition, incompatibility, trade-off, expectation 
satisfaction
O3: Resource – training facility, material, supplier, support, time phase, urgency, monetary, outsource, interdependent, test 

Technology T1: Machine – hardware, equipment, interface, display, software, coverage, technique, tool, working range, features
T2: Property – energy, kinetic, biological, acoustical, chemical, electrical, mechanical, electro-magnetic, thermal, radiation, 
bonding, fatigue, wear, ageing, contamination, synchronisation
T3: Support – design, usability, work area, task design, medium

Process P1: Nature – segregation, oversight, procedure, overload, control, autonomy, repetitiveness, feedback, input, output, delay
P2: Phase – design, validation, verification, manufacturing, operation, risk management, maintenance, training, sense-
making

Information I1: Knowledge – procedure, standard, assumption, policy, guideline, precondition, practice, concept, rationalities, evidence, 
requirements, syntax, awareness, specification, info processing, timeliness, availability

Environment E1: Physical – transport, ambient, weather, orientation, size, location, operating condition, noise, vibration, pollution, heat
E2: Non-physical – cultural, social, attitude, economic, competitiveness, political, regulatory, duration, delayed, alternative

While  the  taxonomy cannot  claim to be  complete,  it  provides  a  reasonable coverage  of  diverse issues  to  help
stakeholders recognise a wide range of safety-critical concerns and causal relationships. As each field of study is
specific to one domain within safety, none of them can serves as an isolated guide to discover all types of hazards.
For example, Shappel’s Human Factors Analysis and Classification System (HFACS) (ref. 13) provides a detailed
review of issues related to human such as complacency, distraction and confusion; but does not focus on technology
issues  that  can  also  cause  uncertainty.  His  work  can  be  complemented  by  O'Halloran’s  taxonomy of  Failure
Mode/Mechanisms Distribution (FMD) (ref. 14) that lists the possible safety-critical issues resulted from technical
properties such as kinetic, chemical and electrical. In a different study, Endsley’s taxonomy of situation awareness
error (ref. 15) focuses on information and decision making, which provides another dimension of causal mechanism.

The danger of over-reliance on a taxonomy should be emphasised here. The taxonomy can serve as a guide to
provide reference for stakeholders to recognise potential causal mechanisms that affect safety. These will not be the
only possible causal mechanisms that can occur in a causal relationship. The users of the taxonomy should always
be  reminded that  the  causal  mechanisms in  the  taxonomy are  not  the  only ways  that  can  affect  safety.  More
importantly,  the  approach  of  considering  and  recognising  plausible  causal  mechanisms  helps  to  shift  these
mechanisms from being unknown uncertainty (i.e. not knowing the existence of the causal mechanisms) to known
uncertainty (i.e. not having full knowledge about the causal mechanisms). This awareness of known uncertainty is
better for the safety assessment than the initial state of not recognising that the plausible mechanism exists.

Step 2 – Document Uncertainty Analysis: Process and Prioritisation Factors. In this step, we introduce a systematic
process flow to integrate the T.A.G. approach into existing safety assessment techniques, as well as the factors to
prioritise epistemic uncertainties analyses in consideration that the efforts to analyse the identified uncertainties
outweigh the resources that are available.  



Figure 3 —Process Flow to Integrate T.A.G. Approach in Safety Assessment

Process.  The process of integrating the T.A.G. approach in safety assessment is shown in figure 4. The highlighted
portion represented the additional elements that have been added as part of the T.A.G. approach, as compared to the
generic process of through-life safety assessment.

Step 1 (S1): Perform Risk Analysis. The usual risk analysis per existing safety assessment technique. In addition,
T.A.G. approach is integrated here by inserting the following sub steps:

 Step 1.1 (S1.1): Identify Epistemic Uncertainty. This is Step 1 of the T.A.G. approach. Stakeholders can use
the  HOT-PIE  taxonomy as  a  reference  to  identify  both  known  and  unknown epistemic  uncertainties.
Stakeholders can also make use of the CMSS models to help in finding uncertainties in the safety models,
system models and the model types in the safety assessment.

 Step 1.2 (S1.2): Document Epistemic Uncertainty.  This is part of Step 2 of the T.A.G. approach. Any
epistemic uncertainty that has been recognised, regardless if it is assessed to be safety critical, should be
tagged and stored in a T.A.G. database. This database is needed in the next step for prioritisation. 

 Step 1.3 (S1.3): Prioritise Uncertainty Analyses. The T.A.G. database will document causal relationships
with epistemic uncertainties  that  may potentially be safety critical.  We refer  to  them as  plausible-but-
uncertain causal relationships. Stakeholders are not able to commit if such plausible-but-uncertain causal
relationships are safety critical due to a lack of information at the point of conducting the risk analysis.
They would also have to assess if the risk is at least tolerable for these uncertainties to be tracked further.
Due to potential lack of resources in practice, stakeholders may need to prioritise these uncertainties for
further tracking. 

Step 2 (S2): Generate Safety Artefacts. Besides generating safety artefacts from safety analyses (e.g. list of hazards,
risk mitigation plans, outstanding action items and residual risk report), there will also be a database of prioritised
uncertainties  to  be analysed  from the  T.A.G database.  All  this  information should be integrated  into the same
existing reporting channel and transferred to the system engineering process in the next step.   

Step 3 (S3): Integrate with System Engineering Process. Besides the usual course of actions due to the risk analysis,
the T.A.G. approach would also generate action plans to track and address epistemic uncertainties. The requirements
from such action plans would be feedback to the system engineering process for further actions.

Prioritisation.   Ideally,  stakeholders  would  want  to  analyse  all  identified  plausible-but-uncertain  causal
relationships from the safety assessments. As mentioned, this is most likely not possible in practice due to limitation
of resources such as time and manpower. Hence, stakeholders need a way to prioritise the list of causal relationships
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identified from the first step of the T.A.G. approach. To help stakeholders prioritise the analyses to be conducted on
the plausible-but-uncertain causal relationships without overly complicate the existing process, we aim to develop a
set of questions for stakeholders to consider during prioritisation based on some predefined factors. With inputs from
literature survey, we have derived the factors to consider when prioritising the uncertainty analyses to follow up (see
figure 5). 

Figure 4 —Factors to Prioritise Uncertainty Analyses

By appreciating the mishap potential and the epistemic difficulties to find out sufficient information to make the risk
tolerable or acceptable, stakeholders would be able to make a better assessment on which uncertainties to analyse
first. Generally, the higher the mishap potential of an uncertainty, the higher the priority to manage it first. As for the
epistemic difficulties, it may be tempted to focus on uncertainty that requires the least effort. However, it can be
dangerous if  stakeholders  decide  to  avoid uncertainties  that  require a  lot  of  expected efforts.  For example,  an
uncertainty that is critical but requires a lot of expected effort may imply that  stakeholders need to cater more
resources to analyse the uncertainty, and not to discard it since it can potentially cause a lot of harm. Hence, how the
epistemic difficulties can affect the prioritisation may varies with different context.

To make it useful, we have translated these factors into a suite of questions (see table 4) to help stakeholders during
prioritisation. 

Table 4 — Guided Questions to Prioritise Uncertainty Analyses

Target Uncertainty to be analysed: < Describe the targeted uncertainty here >

Factors Questions
Criticality: Assess the criticality of the target to affect system safety from the stakeholders’ perspectives.

Probability Q1. How likely will this target cause harm to the system?
Severity Q2. How serious are the consequences if this target occurs?

Complexity: Assess the complexity of the system related to the target from the stakeholders’ perspectives.
Safety Model Q3. How complex are the safety models from where the target is identified? 

(e.g. no. of related causal conditions, hazard interdependency, residual risk 
interdependency)

System Model Q4: How complex are the system models from where target is identified? (e.g. 
system structure / product size / product design, process / task interdependency, 
process design, technology interdependency, project management difficulties)

Model Type Q5: How complex are the model types from where target is identified? (e.g. 
reach and depth of patterns, templates and conventions used by the safety and 
system models) 

Novelty: Assess the novelty of knowledge related to the target from the stakeholders’ perspectives.
Safety Novelty Q6: How much of past information was used to define the safety model from 

where the target is identified? (e.g. causal factors, hazard list)
System Novelty Q7: How much of past information was used to define the system model from 

where the target is identified? (e.g. system legacy, process, technology, 
objective)

Model Type Novelty Q8: How much of past information was used to define the model type from 



where the target is identified? (e.g. patterns, templates, conventions)
Experience Q9: Are there other prior experiences related to the target?

Learnability: Assess the learnability of knowledge related to the target from the stakeholders’ perspectives.
Capability Q10: Do we have the capability to learn the knowledge needed? (e.g. manpower,

skills, infrastructure and support, environment, other resources)
Urgency Q11: Do we have the time required to learn the knowledge needed? (e.g. project 

deadline, lifecycle milestones)

Step 3 – Track and Address  Goals:  Through-Life Action Plan: Step 3 assumes the taxonomy from step 1 and
structured documentation under step 2, and focuses on implementing a through-life process to track and address the
uncertainties found during safety assessments. It  was earlier mentioned that uncertainty about the system safety
model can evolve. Some uncertainties may become lesser with time, e.g. as testers produce test results, SMEs clarify
safety concerns with SMEs, and new component developers lock down their interface specifications. Such relevant
information can allow stakeholders to make better judgement about safety risk, albeit at a later phase of the system
lifecycle. Having more information about the system safety model increases confidence but will not directly make a
system safer. Whether the additional information makes the system safe or unsafe depends on the follow-on hazard
analysis. 

Like the prioritisation effort earlier, we also aim to develop a set of questions for stakeholders to consider when
constructing the action plan to manage epistemic uncertainties. From the literature surveyed, we observe that most
of the models can be broadly grouped under two distinct phases: track and address. Correspondingly, our action plan
will be constructed based on these two phases. 

A good action plan should be able to 1) track sensors and 2) address responses that come from the sensing. For
tracking, the stakeholders must decide on the type of sensors to be constructed and form the measurement needed for
the sensing task. To address the responses well, the stakeholders must set trigger points to make decision and readily
adapt when there are any changes needed to keep the system safe. Having an appreciation of these outcomes is
important as it helps stakeholders to anticipate the way forward when analysing these uncertainties.

The planning guide to develop action plan and a sample of the monitoring table are consolidated in table 5. These
can be used by stakeholders to develop the tracking plan to monitor the uncertainty conditions, as well as the follow
up actions needed to address the uncertainties.

Table 5 — Guide  to Set Goals for Action Plan and Monitor Progress

Target Uncertainty: < Describe the targeted 

uncertainty here >

Guided Questions to set Goals for Action Plan

1: Track 

Sensors

1a: Decide Sensor Types – What 

shall we track?

Q1.  What  are  the  sensors  needed  to  track  the  epistemic

uncertainties?

Q2. Why are the sensors able to meet the goal of managing the 

uncertainty condition?

1b: Form Sensor Measurements

– How do we track?

Q3. What types of measurement are to be taken?

Q4.  When  should  these  measurements  be  collected  from  the

sensors?

Q5. Who are responsible to do the tracking?

Q6. What  are the structures and supporting resources to put in

place for the tracking?

11



Target Uncertainty: < Describe the targeted 

uncertainty here >

Guided Questions to set Goals for Action Plan

Q7. What are the skills, experiences and attitudes needed to do the

tracking?

2: Address 

Responses

2a: Set Trigger Points – When 

and how shall we decide to 

respond?

Q8:  What  are  the  trigger  points  from  the  sensor  that  require

proactive response?

Q9. Who are responsible to decide on the respond actions?

Q10. What are the governance and supporting structure to put in

place to make the decision? 

Q11.  What  are  the  skills,  experiences  and  attitudes  needed  to

make the decision?

2b: Adapt to Change – What are

the possible responses?

Q12. Who are responsible to review the changes that will be put

in place?

Q13.  How  prepared  and  responsive  should  the  system  be  in

addressing the uncertainty?

Q14. What are the structure and support resources to put in place

to address the uncertainty?

Q15.  What  are  the  skills,  experiences  and  attitudes  needed  to

address the uncertainty?

Track Sensors Address Responses 
Uncertainty 

Observed

Owner / Sensor Measurement Support Resources Owner Trigger Point Support 

Resources

e.g. the extend of 

software control 

during operational 

abnormality

Software engineer / 
software control 
manuals 

Look for failed-safe 
software or any 
form of software 
control algorithm 
that tackle signal 
abnormality

Detailed software 
troubleshooting 
plan, paper study, 
software testing 
infrastructure

Software engineer, 
project safety 
review team

Discover software 

that affect system 

safety or provide 

software control 

functions; or no 

findings after 3 

months

Safety review 

committee, safety 

incident report

Conclusion and Future Work

In safety assessment, epistemic uncertainty hinders our capability to model the system of interest. To alleviate such
uncertainty, we have introduced an approach to create the awareness of what we know, what we don’t know and
what we can know but not yet known. Such a structured approach encourages stakeholders to be disciplined and
explicit  about  the  level  of  information  and  uncertainty  encountered  during  safety assessment.  Such  important
information about the uncertainties in the system safety models derived from the approach should not be confined
only to the safety assessment. It should be readily shared with the larger system engineering community as it may
affect the design, development and operation of the system of interest. For example, a plausible-but-uncertain mode



of operation may be potentially so risky that system development may be put on hold in order to allow more time
and resources to investigate the uncertainty. 

By advocating the capture of plausible-but-uncertain causal relationships, we have created the flexibility to defer
part of the safety assessment. While it may not be easy, we have developed a strategy for stakeholders to focus on
uncertainty and document important uncertainty during safety assessment. This is possible by tracking the known
uncertainties  for  future  assessment  till  the  relevant  information  is  available.  It  may well  be  that  applying  our
approach to a given system reveals that certain form of causal relationships cannot yet be revealed, given the extent
of  the  knowledge  available  at  this  point  of  the  lifecycle.  Our  approach  allows  us  to  identify  and  track  this
inadequacy by augmenting existing hazard analysis techniques. We believe that this provides better assurance than
an approach which claims undue confidence that we can know for sure the severity and criticality of a hazard,
especially in early life cycle.

Moving forward, it would be interesting to use our approach to develop other agile and incremental approaches to
address uncertainty in complicated socio-technical system. Possible focus areas include using the three steps in the
approach  to  refine  the  processes  in  existing  hazard  analysis  techniques  and  deriving  criteria  to  assess  the
significance of introducing the approach to such techniques. Potential assessment criteria include the number of
safety-critical causal relationships identified and the number of additional steps needed in the analysis when using
the  approach.  To tackle  the  issue  of  scalability,  we  are  considering  streamlining  the  HOT-PIE  taxonomy by
contextualising to a specific domain and automating the steps under the T.A.G approach.
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Human, Organisation, Technology – Process, Information, and Environment (HOT-PIE) taxonomy. Table 3 provides
a summary of the checklist. A more comprehensive HOT-PIE taxonomy is documented in ref. 12. 

Table 3— Examples of causal mechanisms from the HOT-PIE taxonomy

Factors Causal Mechanisms

Human H1: Manpower – expertise, staffing, ownership, characters, demographic, cultural, obligation, turnover, education
H2: Mental state – escalation, brokerage, norm, motivation, complacency, stress, fatigue, distraction, illness, dynamic, 
memory
H3: Action – operation, rumour, atmosphere, engagement, omission, commission, slip, lapse, violation, behaviour

Organisation O1: Management – supervision, audit, communication, structure, role ambiguity and conflict, feedback, size, density
O2: Policy – regulation, control, job, culture and climate, reward, recognition, incompatibility, trade-off, expectation 
satisfaction
O3: Resource – training facility, material, supplier, support, time phase, urgency, monetary, outsource, interdependent, test 

Technology T1: Machine – hardware, equipment, interface, display, software, coverage, technique, tool, working range, features
T2: Property – energy, kinetic, biological, acoustical, chemical, electrical, mechanical, electro-magnetic, thermal, radiation, 
bonding, fatigue, wear, ageing, contamination, synchronisation
T3: Support – design, usability, work area, task design, medium

Process P1: Nature – segregation, oversight, procedure, overload, control, autonomy, repetitiveness, feedback, input, output, delay
P2: Phase – design, validation, verification, manufacturing, operation, risk management, maintenance, training, sense-
making

Information I1: Knowledge – procedure, standard, assumption, policy, guideline, precondition, practice, concept, rationalities, evidence, 
requirements, syntax, awareness, specification, info processing, timeliness, availability

Environment E1: Physical – transport, ambient, weather, orientation, size, location, operating condition, noise, vibration, pollution, heat
E2: Non-physical – cultural, social, attitude, economic, competitiveness, political, regulatory, duration, delayed, alternative

While  the  taxonomy cannot  claim to be  complete,  it  provides  a  reasonable coverage  of  diverse issues  to  help
stakeholders recognise a wide range of safety-critical concerns and causal relationships. As each field of study is
specific to one domain within safety, none of them can serves as an isolated guide to discover all types of hazards.
For example, Shappel’s Human Factors Analysis and Classification System (HFACS) (ref. 13) provides a detailed
review of issues related to human such as complacency, distraction and confusion; but does not focus on technology
issues  that  can  also  cause  uncertainty.  His  work  can  be  complemented  by  O'Halloran’s  taxonomy of  Failure
Mode/Mechanisms Distribution (FMD) (ref. 14) that lists the possible safety-critical issues resulted from technical
properties such as kinetic, chemical and electrical. In a different study, Endsley’s taxonomy of situation awareness
error (ref. 15) focuses on information and decision making, which provides another dimension of causal mechanism.

The danger of over-reliance on a taxonomy should be emphasised here. The taxonomy can serve as a guide to
provide reference for stakeholders to recognise potential causal mechanisms that affect safety. These will not be the
only possible causal mechanisms that can occur in a causal relationship. The users of the taxonomy should always
be  reminded that  the  causal  mechanisms in  the  taxonomy are  not  the  only ways  that  can  affect  safety.  More
importantly,  the  approach  of  considering  and  recognising  plausible  causal  mechanisms  helps  to  shift  these
mechanisms from being unknown uncertainty (i.e. not knowing the existence of the causal mechanisms) to known
uncertainty (i.e. not having full knowledge about the causal mechanisms). This awareness of known uncertainty is
better for the safety assessment than the initial state of not recognising that the plausible mechanism exists.

Step 2 – Document Uncertainty Analysis: Process and Prioritisation Factors. In this step, we introduce a systematic
process flow to integrate the T.A.G. approach into existing safety assessment techniques, as well as the factors to
prioritise epistemic uncertainties analyses in consideration that the efforts to analyse the identified uncertainties
outweigh the resources that are available.  
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Abstract

In safety assessment, epistemic uncertainty is an ever-present possibility when reasoning about the safety concerns
and causal relationships affecting the safety of the system. Such uncertainty is common in the system safety models
that are used during the safety assessment. Uncertainty around causation thus needs to be managed well. Existing
safety assessments tend to ignore unknown uncertainties, and stakeholders rarely track known uncertainties well
through the system lifecycle. In this paper, we outline our approach to managing epistemic uncertainty in safety
assessment by focusing on known and unknown uncertainty about system safety models. First, we introduce a way
of describing system safety models using a conceptual model that is based on the IEEE 42010 standard. Next, the
conceptual model is used to identify gaps in managing uncertainties in these models. Lastly, we describe in detail the
3 steps under the approach. These 3 steps involve identifying unknown uncertainties,  documenting the analysis
needed for known uncertainties and tracking them throughout the system engineering lifecycle as part of existing
hazard analysis techniques. Our approach can plausibly provide a structured way to manage model uncertainty in
safety assessment.

Introduction

Model  Uncertainty  is  Dangerous  in  System  Engineering:  Models  are  used  to  identify  and  represent  system
structures, behaviours and changes over time. Particularly, system safety models are models applied throughout the
system engineering lifecycle to support safety assessments, such as system structural diagram, concept of operation
document  and  hazard  analysis  techniques.  Considering  the  UK  Ministry  of  Defence  (MoD)  that  follows  the
Concept,  Assessment,  Demonstration,  Manufacture,  In-service,  and Disposal  (CADMID)  acquisition life  cycle
(ref. 1), safety report comprises multiple safety requirements is usually produced at each milestone of the lifecycle
(see figure 1).  While the safety report  provides  important  safety requirements,  it  has  an  unintended danger  of
ignoring the uncertainties in the system safety models whenever decision is being made at each of the acquisition
gate. For instance, in his comparison of system and safety engineering, Barlow (ref. 2) highlights that when MoD
project goes through the gates at different milestones, there is a danger of tying down the system requirements and
introduce ‘locked in’ risk if not fully understood. 

1 ME6 Chris is currently doing his PhD research under the High Integrity Systems Engineering Group in 
the Computer Science Department, University of York, UK.
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